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—Acquisition
— ArcotID provides a unique and patented file-based

software approach to the protection of the private
key of aPublic Key Infrastructure (PKIl) key pair

—WebFort is solution’s authentication server
providing complete authentication solution — can
support PKI, OTP, RADIUS or SAML

- SignFort - Arcot signing and authentication
technology is embedded in Adobe® Acrobat® and
Reader®.
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Arcot - RiskFort

— Defense against on-line fraud

— Uses statistical technigues, such as Bayesian modeling, to compare each transaction against a
scoring formula.

— RiskFort periodically updates the formula, based on recent fraud and transaction data.

Risk Model,
Historical Data

+ Policies

|

UserID =
Risk Degree of Busi ki
Device ID ree o usiness Additional Q&A
—> Assessment Risk (Score) Rules 2nd Channel
o —> o
+ User Profile /
Preferences

Contextual Information
(Date, Tx Type, Amount)
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Arcot — A-OK cloud authentication
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login 7| uL X oi“.fm‘"“ redirected to
Yes / No 3 SAML request A-OK
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ILM evolution

Enabling the next generation of Identity Lifecycle Management

— Embedding real-time identity analytics to supplement process automation with
advanced decision support

— Further enhancing automated ILM processes with:

— Compliance policy
checking

— Role analytics ILM 12.5

— Sample use cases:
— Preventative compliance
— QOut-of-pattern alerting
— Suggested roles

va
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Preventative ldentity policies

Proactive Check/Control of SoD violation

— Value for client

— Policies are provided before the task is executed — preventative
measure

— Allows to authorized business user to check the employee
assignment against business SOD rules proactively
— Activities based on positive violation check
o Accept
* Reject
« Warning with policy-based workflow process triggering
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Smart provisioning enhancement

Reducing the time of the business approval process during the provisioning.

— Value for client
— Authorized business user can ask for recommended roles based of
the user profile/attributes

— Can be based on the current position and/or other team member
roles based on direct communication with RCM

[ Profil l Access Roles I Admin Roles l Provisionin g Roles l Account l G u]
g“':f;"é\-'lemher 4 Role Name Role Description Commen ts
2 Forwar dincADExchange Basic AD & Exchange capahbilities Required for Insurance users
2 ForwardIncAsiaP acificSalesCorporate Asia Pacific Sales Corporate Raole
W ForwardInclnvestments Access to investment products IT users are excluded
I ForwardIncorthamericaSalesCorporate |North America Sales Corporate Role
= ForwardIncPres5ales Pre-sales Account Role
Add a provisioning ruleﬂ’:uggest Provisioning E\D Copy from a user
-‘-‘-‘-‘-l—u—.__ __—l-'-'-'-—-
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Policy Xpress

Wizard GUI driven flexible integration without programming

— Value for client
— Rapidnes of the implementation, reduce the implementation time

— Moving customization from the low level-programming to wizard
driven activities/policies generator

— Reducing the TCO - lower the mandays needed for customization
demands.

— Reduce the need of custom code development ot minimum.
Customizations are handled as "policies"

— Increase of the user friendliness of the solution
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RCM GUI enhancements

€A Role & Compliance Manager

e

Eurekify Admin (AD1\EAdmin) (Log Out)

Home Inbox ¥ Role Management ™ Entity Browser Dashboards ¥ Reports ™ Administration ™

portal.label.gA

Home > Entity Browser

universe: [Deme ~] configuration: [ ConfigwithRoles
Users | Roles | Resources [ Statistics l Organization Chart }

Select Fields:
& @ Branches

Level 1 | OrganizationType =& & stamford Branch
Level 2 | Organization He : & silicon Valley Branch
Level 3 |Location He e 9 Fifth Ave Branch
Level 4 |Choose One - & &8 New York

Mills Robert

Sharon Johnson

Deer Alex

Hill Gary

German Tom

Purple Mary

Atek Rogers

Saven Werner

Eagle Richard

Hill Silver

=8 Corporate

B 1T security

& Finance

@ Human Resources

g Application Development
Database Administrators

&8 sales

8 Purchasing

-} Operations

& Marketing_Dept.

Q System Management

Update Organization Chart

PP RRRPBDRP

Copyright (C) 2008 C&, All Rights Reserved R12.5-5p2{0008) 10.04.18 SDB: 10.04.13.01
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About

€A Role & Compliance Manager

Eurekify Admin (AD1\EAdmin) (080U

[Home nbox ~ Dashboards ~ Role Management ~ Entity Browser Reports » Administration ¥ Help ~

Home
* = Required

Edit ConfigWithRoles Universe

General [ Actual Usage |

Settings | Endpi

ivd

t Mapping

Universe Endpoints -
Mapping
Selected Endpoint: * RACFPROD," ELM Endpoints [¥] Show only unmapped

[~Name1 [~Mame2 [ -Name3 Remave | [~Mamei | -Mame2 [ -Mamea fadd |

1-100F12 b W
~Endpoint |~ Mapped

UNXMARKT
NTSAVE
TSSCREDIT
RACETEST
NTSTAM

No
No
No
No
No

Remove| |NT-Security ACMANAGER Add |
linav02-sim1 Remove

NOVELADM No
UNIXSAP  No
NTSILY No
2003 No
Records per page:

1-100f12 ) I

re] [Export]

1

&) Informa bout endpoints

Maps Universe endpaints to Enterprise Log Manager endpoints.
Select an endpoint on the eft and map ELM endpoints to it on the right.
Uneheck 'Show anly unmapped’ to map ELM endpoints to mare than one uriverse endpoaint.
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1
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1
1
1
i
: Role Business Compliance Business Delegated
I Analyst Managers Team Users Admin
1
e o o o o o e o e e
AN

_I_ ~ R O S
Role Management — User Management

Entitlement
Certification

LogS ——

ey Users, Roles,
] CA Role & Entitlements CA Identity
Compliance <€ > Manager
Manager
Identity __I
Store
Usage
Logs

Entitlements Provisioning

Data Log Manager
EREE User EEEE
Activity
= -
‘ . =
Active  Virtualized - Enterprise/ Windows/ Active  Virtualized - Enterprise/ Windows/
Directory Apps Mainframe  cioud Apps  UNIX Directory Apps Mainframe  cjoud Apps  UNIX

Unmanaged End Points MmCFB me ‘ Bratislava
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ELM - 12.5 Beta

—Correlation

: Failed Logins Followed by Success (2e19c528-6a0f-4724-a3db-ddb2964d7c3c)

E] view and manage Incident details and history.

—Incident Management = .

Details History

Select a rule and ver Name: Failed Logins Followed by Success Date: Wed Sep 8 2010 12:02:03 PM

Priority: z | v Severity: Gt
Rules Version Hotification...
DD 3 pal v |2 Status: In-Work - Incident ID: 2e19c528-6a0f-4724-a3db-ddb2964d7 c3c

FD [ Infrastructure Management - piimben o bvents Ry fleversion SLL
’D ] Fiema Fog Updated: Thu Sep 9 2010 8:35:57 AM
Description:
bl:‘ [ Threst Management - | = b F = 5
Multiple failed logins from the same user account {or identity) to any host or application that has been followed by a
'D £ Idertity Fog successful login to that host or application within a specified time period.
b2 E £ authorization Hotify-All-Admin -
E Privileged Group Addtion 1.0 | = | Hotify-All-Admin | =
Remediation:
E Privileged Group Addition Followed by Failed Autherd| 4.0 w | Hotify-All-Admin -
v [ £ muthenticstion [ » |
D Account Guessing - Same Host 1.0 - -
E Failed Loging - Congecutive 1.0 = -
D Failed Loging Follovweed by Success 1.0 -
T P — o | Netify-US-Adrmin k2 ) '

z R 1 iFu-all-, i oK Cancel Apply
0K J l Cancel J l Apply Motify-All-Admin ¥

Notify-EMEA-Adrnin o T I S T T TS AT AL L MU 1A B S T 11 i g £
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CA Solution Overview

I - oo
UNIX Authentication Broker @ Privileged User Password Manager

CA ELM (Limited License)
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12.5 SP3 positions Access Control as a PUPM

best-of-breed

— PUPM for Applications IDs to Databases
— Manage passwords of applications using ODBC or JDBC
— Does not require changes to the applications

= CA Access Control Enterprise Management - Windows Internet Explorer

A4 |ﬁ http:ffaclabad: findex. jspPface d _search.isp

w R ‘m CA frccess Control Enterprise Management I ‘

B Untitled - Notepad
Y Fie Edt Fomst diew Help

shtmlz<titlexLax F1wghts</nﬂe> ~
<¥@ Page Langua ug="trua" % i

._ CA Access Control Enterprise Management

Logged in as: Adminisirator to ACLABAD(DMS @ ACLABAD) (Logout

Home world View Policy Management Privileged Accounts Reports Users and Groups System <%@ Import Namespac System.Data" %
- = - ¥ = r = <%@ IMPOrT Mamespac WST ata.odbc" %>
= = s ! Login kot L d Policy + 15 Audit <script language="vB" runat="server"s

sub Page_Load(sender as Ohject, e as EventArgs)

Modify P d C r: IIS Datab Connectivity

reate a connection strin ng
' noticed that there is no need for the hard-coded password
' as PUPM Database Password consumer will replace it.

General I Privileged Accounts I Hosts I Users }

vim cannstring as string
connstring = "DRIVER=SOL Serwver;sERVER=aclabad; UID=aspuser; ZY ATABASE=aspolemo; LANGUAGE=Us _english; "
EJFill in the password consumer form: BER § EORAEEETSH
. = oim objconnection as odbeConnection
+Name: [IIS Database Connectivity objconhection = new odbcconnection¢connstring)

Descriptiun:l ohjconnection. open)

*specify the saL string
oim strsql as string = Foselect w From dbo. flights"

Consumer Type: | Database (ODBC/IDBC/OLEDB/OCI) v

Application Path: [~ ‘create a command object
oim objcommand as odbccommand

objcommand = new odbccommand(strsoL, objconnection)

Enabled: [7] Accept requests from password consumer

‘Get a datareader
Dim objbatareader as odbcDataReader
objpatareader = objcommand. Executereader (CommandBehavior.closeconnection)

Return to Search Submit | Cancel Sygthie BALIRIHEY
dgresults.Datasource = objbataReader

dgresults.pataBind()

Copyright @ 2010 CA. All rights reserved, ‘Close the datareader/db connection
oPmant @ rants resse abg objDatareader.close()
end sub
</scripts |

<asp:DataGrid id="dgresults" runat="server" />

[
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2.5 SP3 positions Access Control as a PUPM

est-of-breed

ET State Service Properties {Local Compute:

| Gensra|| Log On 1 Recovery " Dspendsnuiesl

— PUPM for Windows Services and
Scheduled Tasks IDs
. Eass.wun:l |
- Agent-less automatic S et s T P

h desktop

@TFFaEaRE  NTAUTHORTYWetworksery]| [ Bromss

. Bun: Hardware Profile Service
dlscovery and management
- Start in:
with remote WMI G
Enable
CA Access Control Enterprise Management - Windows Internet Explorer .
k. Appl
+ |ea ac _account_discovery. jsp 49 [%] 0o [[# RUn o - A
» e s e—
G ZR*E~D2

] Run only if Jogged on

Privileged Reports | Usersand Groups | System
» Password Consumers } Password Policy } Exceptions + Audit Eriabled [scheduled task rurs at specified time)

Home | World view | Policy
- v ints + Login

Service Account Discovery Wizard
[ 0K ] [ Cancel ] [ Apply

Service Account Discovery

14 20) ary

Service General Summary
Accounts Account
Properties

= =Required

Search Accounts
&EFill in the criteria for searching service accounts and password consumers:

Search Service ACCOUNS: (3 ot Type - [Windows Agentless search |
Endpoint Name v - )
» Search Results

& select the object/s from the results set:

Show: | 10 Results / Page v
[1-20f2

[ select £ Account Name £ Type ‘ £ password Consumer £ Endpoint Name (Type) £ container
@] ACLAB\serviceuser 3 service | @ Telnet (Tintsvr) aclabad - AD {Windows Agentless) Accounts
] aclab\serviceuser 3 service @m?ﬂig;‘ﬁ;iz:;;ﬁ;t“'D‘“"VE’V Service | iabad - AD (Windows Agentless) Accounts

44 start E@ -rEB - 21, - @am. o @sw. - 8 i _
Bratislava
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12.5 SP3 positions Access Control as a PUPM

best-of-breed

— Automatic login to PUPM
— Tracking the original ID through advanced AC integration

— Seamless login to managed systems without exposing the
password

— Session Recording (through 3" party integration)

Search My Privileged Accounts

& search the privileged accounts using the following criteria:

Search Accounts: |Accnunt Name jl:jl* . Search I

Options: [T Show service accounts

[T Show only my checked-out accounts

My Privileged Accounts
&) view the privileged accounts. Use the Actions menu for each account in order ta: Checkout/Checkin, Shaw Password, Automatic Login
and Break Glass,

Show: IlD Results / Page ¥

1-7of 78

£ Account Name £ status £ Endpoint Name Z Endpoint Type Actions

Show
Details

B show | 83 Guest BFERRO1S-W2K3 Win  |Windows Agentless [actions.. =]
B show | 3 pupmi Bichecked Out | PERRO15-W2K3 Win  |Windows Agentless [actions.. =]
A show |88 Administrator |E PERRO15-W2K8 Win |Windows Agentless lm
Bl show |98, PowerUser Hichecked Out | PERRO15-W2K3 Win |Windows Agentless lm
Bl Hide |83 RegularUser Sichecked Out | PERRO15-W2K3 Win |Windows Agentless Actions.., i

Last Checkout 28/04/2010 14:46:03 Last Checkout Administrator
Date: By:
Checked-out By: administrator

Container: Accounts
Password Policy: default password policy
Exclusive false

Checkout:
B Show % Administratar @ GaD Winzooz Windows Agentless Actions... i
[ =TSPV . - SPITRe  Puruen | FEARE A E AT Ak bl im & mmemblmmm A mbimn -
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12.5 SP3 session recording

(A Access Contral Enterprise Management - Microsoft Internet Explorer provided by Computer Associates Intl.

s [E) heas e spitssk unts35FTask

CA Access Control Enterprise Management oln

| Address [€] hitp://aclabad: 18080 iam/ac ca 1 2findex. jspiconsole tab=HomeBtask.clear=1

A (A Access Control Enterprise Management - Microsoft Internet v Computer Assaciates Intl. ol

Esplorer provided by
e ¢a _— o 3 o
[ 2 ot B D = =

. CA Access Control Enterpris

4¥ - aclabad.aclab.ca.il - Remote Desktop

o s Logged in as: Administrator to ACLABAD [ Calculator 1 ] B3
Logged in as: Administrator_to ACLABAD(DMS @ ACLABAD) (Logout) = S Edt view Help
Home | worldView | Policy Managem
Home | world view | Policy Management | Privileged Accounts | Reports | Users and Groups | System
= My Accounts » Self Manager
<My Accounts ' Self Manager
Welcome
il Backspace CE c
My Privileged Accounts My Privileged Accounts &
Privileged Account Request we| 7] s8] o] |
Search My Privileged Accounts Waiting For My Approval i —r—r—r—
& Search the privileged accounts using the follawing criteria
¢ opyriaht & 2010 CA. All ights rezarad About
search Accounts: faccount Name  v][=¥][* 2 [search | This wil disconnect your Windows session, Your programs wil
continue ko run while you are disconnected. You can
Options: [T Show service accounts feconnect to this session later by Iogging on again
I™ Include break glass accounts
[T Show anly my checked-out accounts Cancel
My Privileged Accounts
Eview the privieged accounts, Use the Actions menu for each account in order to! Checkout/Checkin, Show Password, Automatic Login
¥ | |and ereak Glass
Show: [ 10 Results / Page
1-20f2%
SH [ t Name: int Name int Type 4 status Actions
Details D P uld b
B Show |88 PowerUser Sample Windows Wwindows agentless Actions
= dstar| |3 @ |[F cateutator =
B Show |88 administrator Sample Windows Windows Agentless ] | )
& N % [Eoone T T [ Sdtominwanet 7

3 A Access Control Enterprise Management - Microsoft Internet Explorer provided by Computer Associates Intl.

B | Ee o Fawries Dok b

L ! €¢a
Obeck v O = [ (2] | semrch cFavorkes €[ (0v o 2

ddress [&] _tasks.jsp

CA Access Control Enterprise Management
Logged in as: Administrator_to ACLABAD(DMS @ ACLABAD) (Lc

Home | world view | Policy Management | Privileged Accounts | Reports | Usersand Groups | System
» Accounts ) Endpoints > Login Application » > Policy = Audit
Audit Privileged Accounts
D A t Endpoint type Endpoint Session g Initiated by | > Last Operati
escript ccount name Endpoint type Endpoint name p°°* " Status | Initiated by &\ o Last Operation
checked in the
privileged accaunt an
[ACLABAD] dpoint type:
. |Check In windows 5/27/2010 | windows Agentless,
leted
Privileged RowerUser Agentless ESmplE UGS ¢ 4:36 PM  |endpoint: Sample
Account task windows, aceount:
PowerUser in time
5/27/10 4:36 PM.
[ACLABAD] My
0 Privileged PowerUser windows Sample Window; L Administrator| 2/27/2010
Agentless progress 4:35 PM
Accounts task
Checked in the
privileged accaunt on
[ACLABAD] endpoint type:
| |Check In Windows 5/27/2010 | Windaws Agentless,
] Completed d
privileged fiawerises Agentless Sanple Windows 4:3¢PM | endpoint: Sample
Account task windows, account
Powerliser in time
5/27/10 4:34 PM.
[ACLABAD] My
2| privileged PawerUser pundoke Sample Windows b 1) Administrator|5/27/2010
Agentless progress 4:29 PM
Accounts task
[ACLABAD]
Modify Endpoint Spriban

=l

[&] Donnloading picture http:ffadlabad: 1B0G0fiam/acfac/images/avi_report_{6.pna,

[ NG
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12.5 SP3 adds additional enhancements to

UNIX security

— Kerberos-based Single Sign On for UNAB

— Seamless login from or to windows and to other UNIX
through Kerberos enabled applications

— Leverage the native UNIX Kerberos key store
— Integrates with AD Kerberos

— UNIX Keyboard Logger — AC Trace enhancements

— Enhanced Trace to record interactive sessions for improved
compliance

— Session summary reports on ELM
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