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Integrace bezpecnostniho reseni SOA

o Corinex Grou
s 1AM je kriticka & g

Highly critical
32%

Not critical
7%

Somewhat
critical
61%

The vast majority of organizations believe integrating SOA-
based/Web services security solutions with 1AM is critical.

Bratislava
Sourc: Global report on SOA/Web services _ Foru m ‘ 20. oktdber

security initiatives, GMG Insights, Sept. 2008
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Tradicni pristup k zabezpeceni SOA

@ Corinex Group

— Aplikace poskytujici webové sluzby si resi autentizaci sama
— Organizaci ani nezajima, ze ma webové sluzby

— Pro radu organizaci je resenim SSL (to neni reseni)

Bratisl
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Pozadavky zakazniku

@ Corinex Group

— Zabezpecit centralni, jednotnou autentizaci webovych sluzeb
— Zabezpecit centralni, jednotnou autorizaci webovych sluzeb

— Autentizace vudi jedné, Castéji vice aplikacim poskytujicim data
— Zabezpeceni ruznorodych aplikaci

— Nezavislost na platformé (.NET, JAVA, Microsoft, Linux/Unix)

— Podpora webovych serveru IS, Apache

— Podpora aplikacnich servert WebSphere, Weblogic, Jboss

— Vykonné a skalovatelné reseni (i miliony identit!)
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Zabezepceni webu a webovych sluzeb

@ Corinex Group

Rozdily a shody

Webové aplikace: UZivatel, pFfistup via web browser, pfima interakce s aplikaci

— [0 Q
Zakaznk ) ) . o
Authorization — Action

Internet ——
Lerne Web on URL & Roles, Group Application

WAM World —— or Entitlements

Webové sluzby: Sluzba/aplikace, velmi ¢asto bézi v uzivatelové kontextu, interakce
s webovou sluzbou

% ML/SOAP
Web Service Nrne?
Consumer

Internet

SECURITY POLICY

Authentication —
Username/Password,

X509 cert, OTP... _—

SECURITY POLICY
Authentication —

WS-Security Tokens
(SAML, X509, uname),
XML-DSig, XML-Enc

Authorization — Action
on URI, XML Content, Se\fr\caiges
XML WS operations, Role,

Gateways Group or Entitlements
SOA World
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Jak zabezpecit webovy business

@ Corinex Group

v V4 v o v V4 v - )4
> Podpora splneni pozadavku na zabezepceni, soulad s predpisy pro webove
transakce

> Redukce nakladl diky znovu pouZiti kddu, automatizaci a centralni spravé

V

Snizeni rizik prostrednictvim konzistentnich pristuovych politik
> ZjednodusSeni pristupu pro uzivatele

CA SiteMinder

Web Access Management

' Web 550

+ Authentication Managemeant

* Policy Based Authorization

+ Centralized Auditing/Reporting

SOA/WS Securlty

(CA SOA Sacurity Manager)

« Authentication of requester based on
meassaga conant

* Policy-based authorization

* XML threat prevention

* WS Standards support

CA SOA Security Manager

CA Federation Manager

Identity Federation

* Browser-based federation across
domains

* Flexible options for partner enablamant

Identity Management for Web Users
(CA Identity Manager)

* Cantralized user administration

* User salf-sarvice

* Delegated administration

* Cantralized auditing /reporting

CA Identity Manager [:?F‘
o L
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CA SOA Security Manager

@ Corinex Group

Service
Consumers
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Threats
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Service Service
Providers Consumers
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CA SOA Security Manager

@ Corinex Group

Klicové komponenty

— Centralni Policy Server

— Jedno misto pro fizeni pristup(, politik a auditu

— SOA Security Gateway

— Proxy-based nasazeni & XML anti-threat sluzby
» Perimeter-based AAA (autentizace, autorizace, accounting)
 Denial of Service, SQL injection, XML schema validation
* Routing, SLA monitoring

— SOA Agent for web service containers

— Bezpecnost posledni mile — zabezpeceni v misté webovych sluzeb

— Rosifuje moznosti AAA k webovym sluzebam bézicich jako J2EE kontejnery (IBM
WebSphere, Oracle WebLogic and RedHat JBoss)

— Podpora web serveru IS, IHS, Apache, SunOne

— SOA Security Manager SDK for custom SOA Agents

Bratisl
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CA SOA Security Manager

@ Corinex Group

Referencni architektura

Portal calling a
backend Web
Service

WEB SERVICE
REQUESTER

WEB SERVICES E
e [BSOA AGENT
J2EE

[BSOA AGENT [BSOA AGENT

ESB MAINFRAME

N2

SOA AGENT
NET

e POLICY SERVER h
SECURITY
ADMINISTRATOR

External Web
Service requests CUST

PORTAL

PARTNER

Securing internal
Web Service called
as part of a

business process

CA SOA SECURITY ——
GATEWAY - — >
e ‘ [% )m
00771001 S8007700L = ING/
- - it}
POLICY KEY USER
STORE STORE STORE
XML Threat prevention, :
AAA, Routing and Protocol Central Policy Server
/message transformation securing bot_h Web
Service traffic and Web
Site traffic
FIREWALL FIREWALL
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Referencni architektura

@ Corinex Group

— SOA Security Manager

— Gateway ma SOA agenta embedded

Edge Gateways Internal Gateways Endpoint Agents

= Service Virtualization = Protocol Mediation
- Identity based security (HTTP to JMS, FTP, etc)
» Injects attributes into = XML Processing Offload
messages « Transformation (XSLT,

- Throttling, rate-limiting  etc)

= XML Threat Scanning = SLA monitoring

» Block XML DoS (XDOS) = Attribute-based
traffic management

= ldentity based Last-mile
security

« Dynamic Fine-grained
authorization at the content
and web service operation

Internal

Traffic
Gateway

Bratisl
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CA SOA Security Manager

e Corinex Grou
— ) e, Y
Klicoveé vlastnosti

— Autentizace na zakladé obsahu
— WS-Security — Username, X509, SAML (XML Encryption/Signing)
— XML Document Credentials Collector (DCC)
— XML Digital Signature
— SAML Session Ticket

— Model dynamické autorizace

— Autorizace na zakladé XML proménych vyhodnocovanych dle politiky
— XML Threat prevention, routing, transformation, SLA monitoring
— Session synchronizace

— Single sign-on pres vice webovych sluzeb

— Credential mapping
— WS-Security header generation
— SAML Session ticket generation

Bratisl
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SOA/Web Service GUI

@ Corinex Group

Logged in as: Super User to demoWamUI2 |::L|:|g|:||_1t:;|
Infrastructure | Policies l SOA I Reports | Administration | > Podpora WSDL pro

= S0A vytvareni bezpecnostnich

@ Weh Services @ Welcome to SiteMinder WAM Administrative UI politik
SDL
: > Jedno Ul ke spravé

bezpecnosti webu a
webovych sluzeb

Copytight @ 2007 Ca All rights rezerved,

CA. siteMinder WAM Administrative Ul telo
Logged in as: userl to cademo3 (Logout)
Infrastructure Policies S0A Reports Administration > POStavenO na CA
= 80A - -
Secure Web Services from WSDL: Input WSDL SIteMlnder WAM U I
15> 2 a5y s > \Vyuziva a povysuje
Select Application Input WSDL Define Policies Summary i )
Specify the WSDL file for the web service to secure SlteMlnder WAM

 FILE - = - -
X Administrative Model
Enter the WSDL URL@: 700 l/StDCkTradeDemDTraining/SE@

Cancel |
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CA SOA Security Manager

o Corinex Group

Gateway Policy

CA SDA Security Gateway Management Console

File Edit Wiew Settings Help

= Q hitp:ff127.0.0.1:8090 configuration/polices | gy g Security Gateway Demo Policy Cantext: IReIative Path 'l |% Select
B Hosts | Success Path

el localhost
D! o : Mai " | Failure Path
E S04 Security Gateway @ 3=imum Messages
E * . BOB0 f.[:']..l?'_.ttributes
Path | b D Authentication  #

[B] cadell146.systemtest.Jocal : 51 ﬂ o Message Size | i S04 Securit XML threat
] 10xt001-hp ca.com : 80 — EETETT prevention
policies

E loxko01-hp.ca.com ; 5081

S04 Security Gateway Configuratio = - j SsL
H mE Schema Validationl ’
[ Authorization &
4

CASOASeCUrityFilkers CACASOAS i
: ety
Default Policy Manager

(Gakeway_systembest o
SO, Security Gateway Configuration M. ﬂ : FLiNCate:
| Conkent Filkering #

SO8 Security Gateway Demo Policy
A authenticate . |

End ] nuthnnlertl |m nuthorizationl
L2 authnalert G ®1 Contern=y
Q AuthnFalse (7 Maximum
L2 authorization Messages

A
€A authzalert ) EP authnFalse G2 Authzdlert | | "% Static Router | Lo Message Size

EP authzFalse Schema Yalidation

ﬂ Connection W Validate HTTP

&) Maximum Messages _ & : Headers
End Q AuthzFalse Iﬁlg@ Connectlonl [ validate Message

L2 Message Size

€ T

Identity based
Authentication and
Authorization

@ Schema Yalidation @ S:igbatl;eQuew
E Static Router String
T#M_testharness & Validate timestarp
bug_werification i
]--D Certificates [ Conversion
E UserStore fﬁ_éncryption
El"@é"?r;n AL ;]T"_:j.-FauIt Handlers
= [ Integrity
;Ej-Mo_nitoring
[ Resalver
;Ej-R_outing
4 | D= | 15 Uiy
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CA SOA Security Manager

Use Case - Portal pristupuje k Back-end webovym sluzbam SSO

Internal

Customer

> Single-Sign-on prochazejici portalem a Administrator
soucCasné pouzita i pro webové sluzby %
7 7 n 4—.
volaneé portalem
I Reporting/
s s . , i o | = > uditing
> Centralni policy server pro WAM | webové — SEH,, =0=  E=
v — —
S|UZby POLICY KEY USER
STORE STORE STORE

> Centralni audit a reporting
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CA SOA Security Manager

Use Case — Zabezpeceni webovych sluzeb od aplikace az ke zdroji

A 7 r\
(2]
Internal .
ENET/J2EE w Mainframe
@

E

Application

~ Policy Server
> Bezpecnost je vynucovana na kazdé urovni
. , , o Administrator
> 5SSO je poskytovano pro webové sluzby
> Centralni bezpecnostni policy I :
wl . o o

management {?ﬂ?m O Dnﬂ?_nm

> Centralni audit a reporting PoLICY Keve o USER
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CA SOA Security Manager

Use Case — XML Threat Prevention

> XML Threat prevention

> XML Schema validace

E

Application

> Prevence DoS

> Prevence SQL a XPath injections

> Kontrola velikosti zpravy
> Kontrola atributl zrpavy HTTP hlavicky
> Ochrana vici replay atokdm

> Validace obsahu XML pred validaci
schématu

> QOdstranéni priloh

> Kontrola IP adres klienta

QG Forum 5.



CA SOA Security Manager

Use Case — Routing a protokol transformace

External

Gateway Internal
Gateway r\
B | ofz | dfe

Internal
o -

> Moznosti XML Gateway

> Preklad protokold HTTP < JMS

> XSLT transformace

> Message routing na zakladé obsahu
> Qvlivnéni rychlosti odpvedi

> SLA Monitoring
Ca Forum/i.



CA SOA Security Manager

@ Corinex Group

Fizeni bezpecnosti SOA

— Centralni autentizace a autorizace webovych sluzeb

— Integrované reseni s pristupem k webu (SiteMinder)

— Zabezpeceni celé cesty od pozadavku k poskytovateli

— Autentizace vudi vice zdrojum a ruznym aplikacim

— Nezavislost na platformé (.NET, JAVA, Microsoft, Linux/Unix)
— Podpora webovych serveru IS, Apache

— Podpora aplikacnich serveru WebSphere, Weblogic, Jboss

— Vykonné a skalovatelné reseni (i miliony identit!)
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