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Agenda

@ Corinex Group

— Popis typické situace v rozsahlych organizacich

— Redeni Identity Lifecycle Management

— Urovné vyspélosti integrace ILM

— Pozadavky zdkaznikU pro postup na vyssi Uroven rizeni
— CARole & Compliance Manager

— Architektura

— Planovani projektu
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Velké mnozstvi a komplexnost entit

@ Corinex Group

» Zakaznici = Partneri
» Zamestnanci
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, - P * Finance * CRM
(=-=\‘ Mnoho aplikaci = Email = ERP
| 1 ]}

= Sales = Expenses

g Loy co
! ! ! ! = Chybné prirazeni roli
= - N %

= UZivatelé maji mnoho roli

o * Provisioning = Schvalovani
E noho procesu E = Help desk = Administrace
= Certifikace » Soulad s
predpisy

secteno a podtrzeno

Bezpecnostni rizika, nesoulad v auditu, provozni naklady
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PInéni cilt projektu modelovani roli

@ Corinex Group

3%

— 80% pokryti opravnéni

— Opravnéni vuci business rolim
— Top-down/bottom-up mining, modeling a
rule discovery
— Parovani a porovnavani

— Efektivné porovnat a naparovat opravnéni k
rolim na vSech urovnich automaticky
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Idenity Lifecycle Management

@ Corinex Group

Zlepsuje efektivitu businessu, bezpecnosti a souladu s predpisy
automatizaci zivotniho cyklu Identity a Access Managementu

i .
Role Management ,@é Identity Compliance [

. Kontrola, audit a cisténi pristupovych
opravnéni

. Definovani, pfifrazeni, adaptace, schv
a certifikace modelu roli

udovani centralniho skladu identit

efinovani, kontrola politik,
ace opravneni a jejich naprava

dashboard

' Request Management &

&ni realizace pozadavk( ze strany
ness a IT s kontrolou Smart
. Provisioningu

User Provisioning

- Automatizace nastupu a vystupu
zamestnancu

. Nastaveni &t a pristupovych opravnéni

- Okamzité ukonceni pristup pro snizeni rizika - Umozneni spravy hesel
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Urovné vyspélosti integrace ILM

@ Corinex Group

Cile ILM

« Identifikace rizik spojenych se Smart Provisioning
spravou identit a spravou souladu
S predpsy Business Integrated

« Zvysit provozni efektivitu I e e
Provisioning, Role modeling a
Smart Provisioning

Automatizace - Vyuzivani analytickych ndstrojd
. pro podporu rozhodovacich
« Implementace nastroju pro procest ILM
Identity Management a

Provisioning pro automatizaci « Rizeni z business pohledu na

pridélovani a kontroly arovni politik a analyzy
Al opravnéni . v vy .
Manualni P « Vyrazné zvysuje ptizplsobeni
» Synchronizovane reseni pro uZivatell a procesy vys$si

* Existujici manualni procesy pro  pfidélovani roli a provisioningu | efektivité
pridelovani opravneni

. o _ « Umoznuje méritelnost z
» Rizeni oddelnim IT a auditem pohledu business . Umoiﬁuje proaktivni Fizeni
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Pozadavky zakanikt pro spravu roli

@ Corinex Group

— Analyza aktualniho stavu roli

— Stanoveni noveho modelu roli

— Novy model reflektuje business pohled

— Novy model musi zjednodusit prehled roli a opravnéni

— Soulad s predpisy a narizenimi (audit)

— Pravidelné kontrola stavu opravnéni a narovnavani vici modelu
— PIna integrace vuci stavajicim provisioning procesiim a nastrojim

— Modelovani a pfizpusobeni nového modelu roli s pomoci analytickych
nastroju

— Reporting s varovanim o chybéach, vyjimkach a prorusovani pravidel
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CA Identity Manager
CA Role & Compliance Manager

+ -+ +
@ Corinex Group
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Architektura CA ILM

Service Request Management

User/Role/Entitlement
change request

User/Role/
Entitlement
data

@ Corinex Group

User Provisioning

Provisioning/Role
change request

Account/Groups

/Roles data

Smart Smart
Provisioning Provisioning
v
I" 4
>
S * Violations, Analytics and Alerts
} <

—d

Role Management

Identity Compliance
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Architektura CA ILM

@ Corinex Group

Implemetacni realny pohled

CA Role & Compliance

/ Manager

Administrator
web konzole

CA |dentity Manager
CA Provisioning Server

Reporting Server

Zdrojovy system Cilové systemy  Cilove systémy Cilove systemy Cilove systemy
HR (SAF) Active Directory UNIX LDAP vlastni vyvoj
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CA Role & Compliance Manager

@ Corinex Group

Kontrola kvality

- ldentifikace nekonzistenci a vyjimek uzivatelskych opravnéni pro potreby
fizeni roli a auditu

Policy Modeling & Management

- Definovani a identifikovani poruSeovani business politik, SoD a dalSich
rizik

- Modeluje zmény politik a odhaduje dopad na aktudlni stav

Role Modeling & Management
- Planovani, optimalizace a discovary modelu roli

- Kontrola zmén modelu roli, schvalovaci procesy

Certifikace opravnéni a reporting
- Streamline managerial validation of entitlements
- Privilege, Role and Policy reports and dashboards

Smart Provisioning

- Prima integrace se systémy Identity Managemetu, pfima automaticka
kontrola pfifazeni roli

Bratisl
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CA Role & Compliance Manager

@ Corinex Group

— Patentovane algoritmy pro analyzu roli

— Rychlé rozpoznani business struktur a vygenerovani
navrhu business roli z velkého mnozstvi opravnéni

— Rychla detekce nekorektnich opravnéni a poruseni
politik

— Monitorovani a adaptace modelu roli podle business
zmeén
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— Analyza je integrovana s workflow a reportingem
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CA Role & Compliance Manager

O
Blokova architektura &, Corinex Group

9

-

Q

-

Auditors Business Role Role
l Managers Analyst Analyst
i/ = ~
Web Portal DNA Analyst Tool Data Management Tool
Business
Reports Dashboard Certifcation D Eleat ? il Process Rules Tmpaie
Up Discovery 4 Export
Configuration

o ¢ : J ) A
’ SOA Server .‘ I I

ldentity Warehouse
Reporting Dashboard Business Web
Server Server Workflows Services

h 4

Target Systems

CA Role & Compliance Manager I‘ ‘ ‘Qt‘
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Proces kontroly opravnéni a

= Cori
, orinex Grou
modelovani roli ¢7 P

v_,fxuvdi:c a Modelovani
cisteni roli roli

Self-Service Compliance Identity
Request Management Management

Self-Service Compliance Identity

Role Lifecycle Requests VERELEIN M Management

Management

Privilege & Role Quality Management
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Sbér dat

P/ .
Vybudovani skladu identity e; Corinex Group

eated on: May 11, 2009 &:04

Configuration Properties Reportr

Configuration: Company_rmoadel Resources DB: 1
Create Date: Mar 2, 2002 7: 50 PM Modified Date: May 11, 2009 &:00 &AM
Owner 1: Llan Sharoni Owner 2:
Drganization 1: Company Organization 2:

Parent Configurati
Read Dnl!': Mo Lug!ed: No

v . . 7

Number of DB Users: 75
T e 3 — Sbér a agregace dat z jednotlivych
Number of Configuration Users: ]
Number of Configuration Resources: 83
Number of Configuration Roles: 20 7 o
Number of Direct User-Resource Links: 428 t m
Haraber GF Aol ke 120 systemu
Number of Role-Resource Links: k]
Number of Role Hierarchy Links: i

User Privileges Distribution _ Libovolnal l:' roveﬁ detailu

— Utzivatelé, skupiny, opravnéni
9T.1% \‘—11::

— Importroli, kde je to mozné

— Datove zdroje

(P Moresources [ miivect Resources only [ DirectResources B Dual Resources
Resource Privileges Distribution _ Id t't M t t
4 entity ivianagement system
goll%ﬁw{("' il %

— Primy pfristup k systémUim nepokrytych
systémy IDM

45, 8%

Resourcas With

@ Mo Users Indirect Users Only 5 Drirect users - Crual Usars
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Gap analyza

@ Corinex Group

Planovani projektu a business case

Objektivné a rychle

— Idetifikace rizik, odhad ¢asu a usili

— Definice a uréeni cil E@ E.E HR
System
uﬁm
Kroky procesu i Access Rigy

1. Sbér opravnéni z klicovych systémi

, . s owe ) , CA Role & Compliance Mgr
2. Naparovani vlci HR informacim

» Clean-Up * Role Modeling
» Compliance * Analysis
Testing

* Quality assessment:uzivatelska pristupova i
opravnéni

3. Vytvoreni analytickych reportd

e Vyjimky a narusSeni pravidel véetné SoD

* Doporuceni pro modelovani roli

m. Forum 20. oktober




Audit a vycisteni roli

Suspected User-Role Connections by HR Pattern

_model AuditCard:

nnnnnnn All_Options_Audit

OK (no alerts) 182 95.8%

Very Low (Under 10) 0 0.0%
Low(10-20) o 0.0%
Med(20-40) & 3.2%
High(40-50) 2 1.1%
Very High (Qver 50) o 0.0%

B ok (roal

62((;‘:; ﬂ e d(20-4

High(40-H

Overlapping Roles By Users

Configuration: Company_maodel Audit Card: Company_All_Options_Audit

' Overlapping 100%
©Overlapping 70%
Overlapping 30%

QK
27 (90%)

@ Corinex Group

Audit opravnéni
Detekce vyjimek a nenkonzistenci
Korelace uzivatelskych UniquelD

Vycisténi

— Nastaveni kvalitativnich cil (mnozZstvi
vyjimek apod.)

— Nepfirezeni uzivatelé, zdroje, skupiny

— HR chyby

— Out-of-pattern opravnéni

— Redundantni skupiny a role

— Dual linky

QA Forum |5 5s.



Compliance Management

@ Corinex Group

Urceni rizik a rizeni IT

— Nastaveni politik z pohledu businessu a nafizeni
- Politiky jsou nastaveny lidmi z vedeni, IT a auditory
— Urceni omezeni z pohledu zdkkona a norem (SoD, ochrana osobnich udaju atd.)

— Interni natizeni

— Pro vsechny systémy a vSechny Urovné
— Casto nejsou zahrnuty vsechny systémy (vétSinou jenom ty, které jsou v IDM)
— Casto nejsou systémy automatizovany prostrednictvim IDM
— Casto nejsou zahrnuty opravnéni nepokryté existujicimi rolemi

— Stanoveni Urovné rizik

— Kontrola a nasledny report do jaké miry odpovida aktudlni stav vici nastavenym potilitkdm
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Compliance Management

@ Corinex Group

Kontrola opravneéni, certifikace

— Kampané pro kontrolu roli a opravnéni
- Cefitifikovdno manazery, vlastniky roli a vlastniky zdroj
— Politiky pro kontrolu a schvaleni vyjimek
— Vice soubéznych kampani

— Automatické notifikace stavu

— Self Service administrace Bt Lol e |

Home  Ticket G ~ Entity Browser
— Pozadavky na zmény v modelu roli | ..
i P :'ID = Title :"S!m = Status :-Chhlren *Typa * Racenved | = Ownar .-Mumsownar

— Kontrola a schvalovani [ = oEmmgewe—was o g gmrees uur sy
/= Ticket Properties Fory

— Pozadavky na zménu modelu roli

Ticket 1d: [257 Owner: [Rita Jones (janni0l) | Due Date: [16/05/2009 00:00:00 | Status: | Pending Action =l

Tithe: User Certification - Rita Jones (RSA 2009 Campaign)

To set all the enttses in this tickst press one L L
A 1-5of 5
| [wt v X | Progress “veelations | “Person 1D | ¥ User Name | "Organization | * Organization Type |~ Comment E
L =] [wll el = — i paralol Alberto Pereira  HR W

1z | B S S — alimiol Michasl Allen Exgcutive ]

A (Wit sl = . w7 1 thaedol Edgar Thain HR W

'@ B0 /—— nisku01 Kuriaki Nishikawa HR O

= :8 5.0 S o 2 arnju0l June Armicld HR Ll

Approver Progress 0736 (9%)

[Save snd Reassign) [Hide Selected| [Save] [Close] =l
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Efektivni Role Lifecycle Management

@ Corinex Group

=

Definice roli

Kontrola
uzivatelskych
piistupd a
opravneéni

Prirazeni roli

Kontrola roli a

Sprava roli certifikace
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PInéni cilt projektu modelovani roli

@ Corinex Group

— Integrace se SAP Business Objects

— Preddefinované reporty

.End POint ACCOU nts l:‘ HHHHHHHH ¥ Syne Status - wn::num.
"Exception Account Trends e =

sPolicies mmﬁ

"Role Members
"Roles

»Task Roles

»User Policy Sync Status
sUser Roles
"Exception Accounts
*Orphan Accounts
"Role Administrators
"Role Owners
*Snapshots

sUser Accounts
sUser Profile

sUser Entitlements
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PInéni cilt projektu modelovani roli

@ Corinex Group

— Nastroje pro analyzu a stanoveni modelu roli

— Vytvoreni a sprava modelu roli z business pohledu vuci
technickému pohledu

— Reporting jako podklad pro audit a soulad s predpisy
— Reporting jako monitoring plnéni souladu s modelem roli

— Pravidelna kontrola roli, politik a opravnéni

— Analyza a vytvareni nového modelu roli E
— Narovnavani a pripadné vynuceni vici modelu

— Smart Provisioning s integraci na stavajici
Provisioning nastroje
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